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The purpose of this FAQ is to provide a high level overview and other information to Absolute employees 
and customers about the new features and functionality available with Customer Center 5.4.  For technical 
information, including product use, please refer to the User Guide available within the Documents section 
of Customer Center. 
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REMOTE FILE RETRIEVAL 
General Information 
 
What is Remote Fi le Retr ieval? 
Remote File Retrieval (RFR) is a feature within Customer Center that allows you to retrieve files from a 
specific device. 
 
What are the benefits of Remote Fi le Retr ieval?   
RFR allows you to retrieve files from a device, even if it is not within your control.  This feature may be 
used as a pre-emptive security measure if a device is at risk or it could be used prior to a data delete 
command on a device that is being decommissioned.  There is no longer any need to physically touch a 
device in order to obtain a file. 
 
What platforms are supported? 
Upon initial release, Windows will be supported.  We are currently investigating the feasibility of adding 
Mac and LINUX support in 2011. 
 
What type of security prof i le is required to perform a f i le retr ieval request?  
A standard Customer Center administrator can request a list of file paths from a device.  Additional 
capabilities such as requesting that a file be retrieved and the download of a retrieved file are available 
only to Security Administrators. 
 
How much wil l  Remote Fi le Retr ieval cost? 
RFR is provided free of charge with Computrace Complete, Computrace One, and Computrace Data 
Protection.   
 
I  am an exist ing customer.  What must I  do in order to obtain Remote Fi le Retr ieval 
within my exist ing Absolute Customer Center account?  
If you own Computrace Complete, Computrace One, or Computrace Data Protection, the RFR functionality 
will simply appear within your Customer Center account.  There are no actions required on your part. 
 
Can Remote Fi le Retr ieval be purchased as an add-on to any other Computrace products? 
No. 
 
Are there any recommended prerequis ites I  should fol low? 
Yes.  There is a known issue with Internet Explorer where you may be prompted to input an additional 
authorization code during the file download process.  This means you would have to use two security 
codes to obtain a single file.  If you designate the Absolute Customer Center as a trusted site, or use an 
alternate browser such as Firefox, you will not encounter this issue. 
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How does Remote Fi le Retr ieval work?   
There are three basic steps to retrieving files from a device: 

1) Determine the f i le path: Request a list of files within the device and select the file(s) you 
want to retrieve. 

2) Request f i le retr ieval :  Submit a request to retrieve the file 
3) Obtain recovered f i le :  Download the file 

 

Determine the File Path 
You will need to provide the exact file path in order for Computrace to retrieve the file.   
 
There are hundreds of f i les within a given computer.  How can I determine the specif ic 
f i le path of an item? 
Within your Customer Center account, you can request a File List for a specific device: 

1. Create a name for your request 
2. Select the device and the volume 
3. Limit your File List to specific file formats to narrow the search.  Up to 20 different file formats 

may be selected. 
 

 
 
From which f i le formats may I select? 
There are close to 30 file formats displayed on a list within Customer Center.  If the file format you seek is 
not on the list, you can enter it in the “Other” field. 
 

 



 

 
Pg. 4 ABT-FAQ-RFR-E 

 
What sort of results wil l  be returned? 
All files that match your search criteria will be returned in a Customer Center report including the file path, 
creation / modified dates, and file size. 
 

 
 
What type of security prof i le is required to request a f i le path l ist?  
A standard Customer Center administrator can request a file path list.  Note:  Only Security Administrators 
have rights to request that a file be retrieved and to download the file once it has been retrieved. 
 

Request File Retrieval 
Now that you know the file path, you can request that a file be retrieved. 
 
May I request mult ip le retr ievals in a s ingle request?  
Yes.  However, it’s important to note that each file will appear as a separate retrieval request within 
Customer Center.  Additionally, each file will be retrieved individually.  Batch retrievals are not possible. 
Nor is it possible to retrieve a set of files or a folder.  
 
Each file path you request will be displayed within the “Request File Retrieval” screen.   
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How is the retr ieval request communicated to the device?  
The request is communicated on the next Agent call.  This means a request could take as long as 24.5 
hours (or longer if the device is not connected to the internet).   
 
However, once the request is received by the device, the subsequent file upload occurs without the need 
for additional Agent calls. 
 
What type of security prof i le is required to make a f i le retr ieval request?  
Only Security Administrators have rights to request that a file be retrieved and to download the file once it 
has been retrieved.  Note:  For optimum security, Security Administrators who download a retrieved file 
must also provide an authorization code. 
 
Are there other security measures in place relat ing to Remote Fi le Retr ieval? 
Yes.  An email alert will be sent each time a request is made to retrieve a file and whenever a file has 
been retrieved and is available for download.  Email alerts are sent in the following scenarios: 

- A Security Admin submits a request to retrieve a file 
- A file request completes (whether it fails or completes successfully) 
- Five days prior to a file being automatically purged (and every day following until the file is 

purged) 
 
Are there scenarios where I  wil l  be unable to request that a f i le be retr ieved or where 
retr ieval capabi l i t ies are l imited?  
Yes.  Here are some scenarios: 

- If the device has been reported stolen, then only files that were created pre-theft will be 
accessible for retrieval.  Any files created after the date of theft will not be retrievable. 

- Files cannot be retrieved from a device where a remote data delete command is in progress 
- Files cannot be retrieved from a device that is Intel locked since the device will be unable to 

receive the initial Agent call  
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Wil l  I  be informed if  a f i le retr ieval request fa i ls?  
Yes.  You will receive an email alert.  And within Customer Center, the File Retrieval Summary Report will 
provide you with the final status for all of your file retrieval requests.  Some scenarios that result in a 
failed request could include: 

- File was not found: file name was entered inaccurately or the file was renamed or removed from 
the device before the request was received 

- Hard drive was removed from the device 
 

 
 
How long wil l  i t  take for a f i le to upload?  
Once the request is received by the device, the file upload process will begin immediately.  The length of 
time the file upload takes is dependent on the network connection of the device and the size of the file.  
For example, file retrievals from devices connected to the corporate network will take less time than 
those from a device that is connected wirelessly off the network.  The device must maintain a connection 
to the internet throughout the upload procedure. 
 
What wil l  happen if  the device is disconnected from the internet before the f i le upload 
process is complete?  
A stop/resume method of upload is in place.   So if a device disconnects from the internet in the middle of 
a file upload, the procedure will continue where it left off the next time the device connects to the 
internet. 
 
Is  there a s ize l imit to the f i les that can be retr ieved?  
Yes.  Upon initial launch the file size is limited to 50 MG.  This will increase significantly upon the next 
release of Customer Center (tentative for early 2011). 
 

Obtain a Retrieved File 
 
How wil l  I  know when a retr ieved f i le is avai lable so I  can obtain i t?  
The status of each of your in-progress requests is displayed on the File List Summary Report.  Once a 
request status is noted as “Ready”, the file name will appear as a hyperlink.  The hyperlink will direct you 
to the retrieved file so you can download it. 
 



 

 
Pg. 7 ABT-FAQ-RFR-E 

 
 
What wil l  happen when I c l ick on the hyperl ink? 
Since only Security Administrators are permitted to download retrieved files, you will be prompted to 
provide the necessary authentication.  This will include your Customer Center password and an 
authorization code. 
 

 
 
May I download a f i le more than once? 
Yes.  Files will remain available for you to download for 30 days after a retrieval request is complete.  
After 30 days, the file will be purged.  You will receive daily notifications of an upcoming file purge 
beginning on day 25. 
 
May I download a f i le mult ip le t imes? 
Yes.  Files can be downloaded multiple times until they are purged (after 30 days).  
 
May I delete a f i le as soon as I ’ve downloaded it? 
Yes.  On the File List Summary report, select “Remove” to immediately delete the request and the 
associated file. 
 
Where does the f i le reside before it  is deleted or purged? 
The file is temporarily stored on a secure, encrypted file server in the Absolute data center. 
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